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Online Safety
It is important that children receive consistent messages about the safe use of technology and are able to recognise and manage the posed risks. 
I.C.T Equipment 
· The manager ensures that all computers have up-to-date virus protection installed.
· The Preschool has company iphones and company tablets available with internet and photo/video access. These are only used by staff or trustees for the purposes of observation, assessment and planning and to take photographs for individual children’s learning journeys.
· Preschool tablets and phones remain on the premises and are stored securely at all times when not in use.

Internet access
· Only reputable sites with a focus on early learning are used (e.g. CBeebies).
· Children are taught stay safe principles in an age appropriate way.
· All computers for use by children are sited in an area clearly visible to staff.
· Staff report any suspicious or offensive material, to the DSL/DDSL who in turn report to the Internet Watch Foundation at www.iwf.org.uk.

Personal mobile phones – staff and visitors
· Personal mobile phones and internet enabled devices are not used by staff during working hours. (This does not include during breaktimes where personal mobiles may be used off the premises, or in the staff room/kitchen area.)
· Personal mobile phones are stored in the staff room/kitchen area during preschool operating hours.
· Staff ensure that contact details of the setting are known to people who may need to contact them in an emergency.
· In an emergency, personal mobile phones may be used in the privacy of the preschool office with permission.
· Members of staff do not use personal equipment to take photographs of children.
· Parents and visitors do not use their mobile phones in the Preschool premises. Visitors are advised that the office is a safe space where they can use their mobile.

Cameras and other electronic devices with imaging and sharing capabilities. 
Photographs/recordings of children are only taken on equipment belonging to the setting for valid reasons.
· Where parents request permission to photograph or record their own children at special events, permission is gained from all parents for their children to be included. Parents are told these photos are not to be shared on any form of social media.
· Photographs/recordings of children are only made if relevant permissions are in place.

Social media 
Staff are expected to:
· understand how to manage security settings to ensure that their information is only available to people they choose to share it with.
· ensure the preschool is not negatively affected by their actions and do not name the preschool.
· be aware that comments or photographs online may be accessible to anyone and should use their judgement before posting.
· be aware that any images may still be accessed by others and a permanent record of them made.
· observe confidentiality and refrain from discussing any issues relating to work.
· not share information they would not want children, parents or colleagues to view.
· set privacy settings to personal social networking and restrict those who are able to access. 
· not accept service users/children/parents as friends, as it is a breach of professional conduct.
· report any concerns or breaches to the DSL/DDSL.
· not engage in personal communication, including on social networking sites, with children and parents with whom they act in a professional capacity. There may be occasions when staff and families are friendly prior to the child coming to the setting. In this case information is shared with the DSL/DDSL and staff agree to follow all above points in communications.

Jigsaw Preschool reviews this policy at least annually in line with all relevant guidance.
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